Warning of phishing emails
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ultra-light

05.08.2020

Dear AMAZONAS customers,

Fraudsters are currently sending fake AMAZONAS emails phishing for your data and intercept payments.
In these emails you will usually be asked about your open invoices, with the request not to pay them yet, but to
wait for our new bank details.

Unfortunately, fraudsters often work with the names of our employees, with our email signature or with our logo.

How do you recognize such phishing emails?

- When responding to the email, the recipient is not AMAZONAS, but another email address

. We do not email you to send us a list of outstanding invoices

« New AMAZONAS employees unknown to you will never ask for your data. New AMAZONAS employees
are always introduced to you by a well-known AMAZONAS employee

In case of doubt, please always contact your previous AMAZONAS contact person and do not simply transfer
outstanding invoice amounts to a new bank account.

Your AMAZONAS team

This newsletter has been sent to the email address
In case you are not interested in further e-mail information please click here.
Please do not respond to this email.
Any questions or suggestions you may have should be sent to info@amazonas.eu

General terms & conditions | Privacy policy | Imprint | Contact
© Copyright 2021 AMAZONAS GmbH
AMAZONAS GmbH * Am Kirchenhdlzl 15 « 82166 Grafelfing « Germany
Tel: +49 (0)89 / 18 92 88-0 « Fax: +49 (0)89 / 18 92 88-10 * Email: info@amazonas.eu

General Manager: Matthias Saul (BCom) / Uli Saul « Domicile: 82166 Grafelfing
Registration No: 139084 « Munich District Court (Amtsgericht) « VAT Reg. No.: DE 813 263 951


https://www.amazonas.eu/en/amazonas-en.html
https://www.amazonas.eu/de/newsletter-93017710
https://www.amazonas.eu/en/component/acymailing/mailid-326?key=vr2xTOyZ&Itemid=1654
https://www.amazonas.eu/fr/newsletter-93017710
https://www.amazonas.eu/en/component/acymailing/mailid-326?key=vr2xTOyZ&Itemid=1654
http://www.amazonas.eu/?idU=1
mailto:newsletter@amazonas.eu?subject=Unsubscribe&body=Hello%20AMAZONAS,%0D%0A%0D%0Aplease%20unsubscribe%20the%20following%20e-Mail-Adress:%0D%0A%0D%0A{subtag:email}
mailto:info@amazonas.eu?subject=AMAZONAS%20Newsletter
https://www.amazonas.eu/en/general-terms-and-conditions.html
https://www.amazonas.eu/en/about-us/imprint.html#privacy-policy
https://www.amazonas.eu/en/about-us/imprint.html
mailto:info@amazonas.eu?subject=AMAZONAS%20Newsletter
http://www.amazonas.eu/
mailto:info@amazonas.eu
https://www.amazonas.eu/en/amazonas-en
https://www.amazonas.eu/en/good-to-know
https://www.amazonas.eu/en/about-us/about-us
https://www.amazonas.eu/en/about-us/contact-person
https://www.amazonas.eu/en/sitemap
https://www.amazonas.eu/en/general-terms-and-conditions
https://www.amazonas.eu/en/about-us/imprint.html#privacy-policy
http://www.pinterest.com/amazonaseu/
http://www.facebook.com/AmazonasGmbH
http://www.youtube.com/user/Amazonas94
https://www.amazonas.eu/en/accessories
https://www.amazonas.eu/en/sets
https://www.amazonas.eu/en/stands
https://www.amazonas.eu/en/hanging-chairs
https://www.amazonas.eu/en/hammocks



